IN THE CIRCUIT COURT OF THE
<ENTER COURT CIRCUIT NUMBER> JUDICIAL CIRCUIT,  
IN AND FOR <ENTER COUNTY AND STATE>



IN RE: ACTIVE CRIMINAL INVESTIGATION 

ORDER TO PRODUCE RECORDS

THIS CAUSE having come before the Court upon the Application for Production of Records, and the Court finding that the forgoing is material to an ongoing legitimate law enforcement investigation, and in accordance with Section <ENTER STATUTE NUMBER>, <ENTER STATE> Statutes, it is submitted by the <ENTER YOUR PD> POLICE DEPARTMENT and the Court being fully advised on the matter, is hereby 
ORDERED AND ADJUDGED:

That, in as much as Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Research In Motion (RIM)/Blackberry, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider, carrier, and/or entity who may possess the requested information, such as roaming carriers,  [“Providers”] will furnish all information, records, and technical assistance necessary to release cellular phone/landline phone/VOIP phone records on the telephone/device numbers regarding the target devices.
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It is hereby ordered that Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Research In Motion (RIM)/Blackberry, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider/carrier, any Internet companies, including telephone companies, public/private/commercial email providers, website hosting companies, website companies or privates entities, and/or services, and, Internet Service Providers (ISPs), who may possess the requested information, such as roaming carriers,  [“Providers”] be provided with a copy of this Order if they are ordered to release information.  

That Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Research In Motion (RIM)/Blackberry, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider/carrier, any Internet companies, including telephone companies, public/private/commercial email providers, website hosting companies, website companies or privates entities, and/or services, and, Internet Service Providers (ISPs), who may possess the requested information, such as roaming carriers,  [“Providers”] provide to officers/designees, upon their specific requests the following; direct connects/walkie-talkie details/chirp numbers, call details, caller identifications, payment information, any and all account information and/or account notes, and, cellular site records, including any and all ranging  [real-time-tool (RTT)] “RTT data”, “reveal” (per-call measurement data) in unabridged format call detail location records with cell site and sector (including interim, hand-off cell sites and sectors from the durations of calls), "angle from the tower" data information which may be available for up to twelve months prior to the date and time of issuance of this Order, (or the beginning of the accounts/whichever is latest) pertaining to the cellular telephones/landline telephones, voice over internet protocol (VoIP) device numbers listed on the front page of this order, or, any telephone/pager/communications device, account, email address, Internet Protocol (IP) address, etc., numbers/identifiers revealed from the original target number records.  Subsequent sections provide more technical details as to what precisely is ordered to be released for the time period authorized by this Order that is noted previously.  

	The following involves technical language in recognition of the cellular and related technologies in use today which may have been involved in the providing of services to the target devices.  The Order requests the release of subscriber information, unique account and equipment identifiers (phone and equipment serial numbers), and, network addressing and routing information.  Also requested is the release of cell site, or antenna, information for communications activity.  This information typically identifies the cellular antenna used to process a communication event.  This Order does not Order the release of the contents of any communications or Order the release of any real-time information or the release of any information documented after the date and time of the issuance of the Order.  

The following is ordered to be provided, if available, for up to twelve months prior to the date and time of the issuance of this Order:

1.) Cell sites activations, including any available ranging data [distance from tower, range to tower (RTT)], and all registration information, including signal strengths, logs, etc. (if obtainable), including any location information delivered to a public safety answering point (PSAP) pursuant to a 911 call.

2.) All outgoing and incoming communications/call detail records (CDRs), with cell sites, including all telephone numbers, chirp numbers/direct connects/walkie-talkie/Universal Fleet Mobile Identifier (UFMI) numbers, email addresses (electronic mail), Internet Protocol (IP) addresses, World Wide Web (www) addresses, dialed/communicated with (outgoing and/or incoming).  This includes  local and long distance telephone connection records, including all text [short message service SMS)] detail records, email detail records [including IP (Internet Protocol)] logs, email header information, and email addresses], IP connection detail records/logs, and, video, audio, and/or photo image transactions records, such as multimedia messaging service (MMS) (picture/video messaging) detail records/logs, sent or received, to provide dates, times, and methods of voicemail access, including all available SS7 signaling records of these communications, and, records of session times and durations.  

3.) All subscriber information, including any available telephone numbers, email addresses, IP addresses (including ports), etc., and/or  unique account, equipment, and/or network addressing, these may include the  Electronic Serial Number (ESNs), International Mobile Subscriber Identifier (IMSIs), Temporary Mobile Subscriber Identity number (TMSI), International Mobile Equipment Identifiers (IMEIs), Mobile Equipment Identifiers (MEIDs), Mobile Station Identifiers (MSIDs), Mobile Identification Numbers (MINs), Mobile Dialed Numbers (MDN), Integrated Circuit Card IDs (ICCIDs), Personal Unlocking/Unblocking Codes (PUKs), PINs (personal identification numbers), Blackberry PINs (personal identification numbers/codes), Apple’s Unique Device Identifier (ID) (UDID), and/or Media Access Control (MAC) address(es), and all billing/payment information and accounts notes, for the specified cellular/wireless telephones, and, for any other cellular/wireless telephones on the same account as the target numbers, or, any identified telephone numbers, IP addresses, UFMI numbers, email addresses, etc., revealed from the original target phone’s records.

4.) If available, an engineering map; showing all cell-site antenna/tower locations, sectors, azimuths, beam widths, pilot PN (pseudo noise) offsets, and true orientations.  And, a list of any and all cellular sites numbers [Local Area Codes (LACs), Cellular Identifiers (CIDs), IAP (intercept access points) system identities, repolls, switches, etc], locations, addresses, neighbor lists, etc., and/or latitude and longitude of any said sites.  Also, that cellular sites lists, including latitudes and longitudes, be provided, via electronic mail, or via shipping when email is not available, in an electronic format, if available and/or possible.  Furthermore, the concerned carrier(s) will provide RF (radio frequency) propagation maps/surveys and cellular antenna/tower maintenance records, and, cellular antenna/tower maintenance records procedures, upon request.  These maps/surveys and maintenance records will be provided in electronic format, such as original color format, if available.  

5.) Should the cellular/wireless number/equipment which is the current target of this Order have changed, during the requested period, including the MINs/MSIDs, MDNs, ESNs, MEIDs, IMEIs, IMSIs, ICCIDs, PUKs, IP addresses, UDIDs, PINs and/or MAC addresses, or combinations thereof, have been changed by the subscribers during the period of time(s) covered by this Order, then this Order will apply to any other MINs/MSIDs, MDNs, ESNs, MEIDs, IMEIs, IMSIs, ICCIDs, PUKs, IP addresses, UDIDs, PINs, email addresses, and/or MAC addresses.   

6.) That, any Internet Service Provider (ISP), email company or email server entity (public or private), website hosting company, and/or website or internet service providing company and/or entity, provide any subscriber information, email addresses, email logs (with header information, but without any content such as subject lines or the body of emails), Internet Protocol (IP) logs, website addresses, etc., for any email addresses, IP addresses, user names, etc., identified from the original records pertaining to the target devices.  Such as, if the original target devices’ records reveal Internet activity, such as email activity, web activity, and/or other Internet connected applications, then this Order will also order the release of all subscriber information pertaining to user identifying, and, addressing and routing (transactional) information pertaining to that Internet activity (without content information) for the effective period of this order.  This includes application of this Order to Microsoft’s “Sidekick”/”Danger” products/services.  

7.) Also, that, whenever possible, that the provider(s) provision, upon the specific requests of the officers/agents/designees, a twenty-four (24) hour switch-technician/employee/vendor to assist in providing data to comply with this Order and/or the interpretation of the provided data.

8.) That, with applicable formats, that the providers supply upon the specific request of the officers/agents/designees, IMSIs and IMEIs, when applicable, and also will provide TMSI information as often and/or frequent as it should have changed, if applicable and upon the specific requests of the officer/agents/designees. 

9.) That, any so ordered providers, or those possessing said information, provide any required information on demand, if possible and upon the specific request of the officers/agents/designees.  Further, that any so ordered provider(s), or those possessing said information, provide, upon the specific request of the officers/agents/designees, any historical geo-location services/global positioning system (GPS) data/enhanced 911 (E911) records which may be available to any involved provider(s) and/or parties.    

10.) That all call/communication detail, direct connect, subscriber, numeric messages, alpha-numeric/text messages, email records, IP logs, etc., and any related records and/or access be provided, upon the specific request of officers/agents/designees of specific data from specific time period within the confines of this Order, in an electronic format specified by agents/officers/designees.  Also, that the records/data, be forwarded via email (in a common electronic format as described in section 11) if possible, upon the specific request of agents/officers/designees, to the listed officer and/or his/her designees. These designees may include, but are not limited to, officers/agents/designees and/or representatives of the <ENTER YOUR PD> Police Department, <ENTER COUNTY>, <ENTER STATE> Sheriff’s Office, <ENTER COUNTY>, <ENTER STATE> State Attorney’s Office, Florida Department of Law Enforcement, United States Attorney’s Office, Federal Bureau of Investigation, United States Secret Service, United States Marshals Service, United States Immigration and Customs Enforcement, United States Department of Homeland Security, United States Drug Enforcement Agency, United States Postal Inspections Service, etc.  

11.) If e-mail is not available/possible, that the providers provide the required data electronically on a common storage medium, such as CD-ROM (compact disc read only memory) discs, and/or floppy discs.  Also, that all providers provide, when possible and so requested, all requested data in ASCII, comma separated values (.csv), or fixed length (SDF) format.  This is to include that any and all records/data will be provided in all available formats of data, upon request, to include, but not limited to, documents/files currently produced in Microsoft Word, Microsoft Excel, PDF (portable document format), CSV (comma separated value), other electronic formats, and/or pulled from such systems such as “CDR Live”, “X-Mine”, “CEER”, and any other electronic medium that is/was in use and/or in development.  All CDRs [call/communication detail records (CDRs), including IP (internet protocol) logs, email logs, etc.] will be provided in spreadsheet (Excel, CSV, etc.) format if possible.  Only where this is not possible, to provide information in dark, clean typeface, machine-scanable/Optical Character Recognition (OCR) interpretable hardcopy.  This includes the faxing of any necessary requested records at the highest possible quality setting.  Further, that upon the specific request of agents/officers/designees, that any provided data, including account specific data and cellular site lists, be provided by the necessary providers in a business records affidavit format that complies with the laws of the State of <ENTER STATE>.  

12.) Communications providers, companies, and entities are also ordered to provide any and all data and services that are ordered herein, verbally, to officers (or designees) if specifically requested to do so.  Communications providers are also ordered to notify officers (or designees) if devices roamed (and what specific networks are roamed to/from) from a home/primary network to another network and it is known by the home/primary network to what roaming network the devices roamed.  This includes verbally notifying officers (or designees) of the last known network registrations/activity up to the date and time of the signing of this order and up to twelve months prior.  And, if the accounts were active accounts, including if the account was inactivated or closed for non-payment, and, how many minutes and/or credits remained on prepaid type accounts.  The concerned communications carriers are also ordered to retain, indefinitely, hard and soft copies of all records and/or data provided as a result of this Order.

13.) That any applicable communications provider is ordered to provide all addressing and routing information associated with installed applications on the target devices that are the subject of this Order, including but not limited to  all Apple “i” products, Google Android “Market Apps”, or, any other applications not listed herein but that are installed on said device(s).

14.) It is also ordered that all involved communications providers and associated retailers/companies are ordered to release, upon specific request, all purchase, payment (cash, credit, check, prepaid card, etc.), and activation information (even if through third parties) for all target devices, accounts, and subsequent payments, such as prepaid minute cards.  This includes the specific data, time, location (including the specific store, register, clerk, etc.) that all devices, account changes, purchases, payments, etc., occurred.  It is also ordered that all involved retailers (and neighboring businesses/residences) release any available surveillance video from the aforementioned transactions, both from within, and from the outside of the stores, and the area of the stores, where any of the aforementioned transactions occurred.  

15.) Finally, that this Order will apply to any and all companies/entities which may provide and/or carry wireless/telecommunication services for the target mobile numbers/unique account identifiers/equipment, and/or, any other entity who may possess the requested information, such as Internet companies/entities.  This may be required because of number portability and/or if the original carrier was modified due to roaming and/or other considerations/reasons.    
              
That Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Research In Motion (RIM)/Blackberry, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider/carrier, any Internet companies, including telephone companies, public/private/commercial email providers, website hosting companies, website companies or privates entities, and/or services, and, Internet Service Providers (ISPs), who may possess the requested information, such as roaming carriers,  [“Providers”] keep confidential the existence of this Order, unless and until, this Order is superseded by a court of competent jurisdiction.

	IT IS FURTHER ORDERED, that additional law enforcement agencies, other than the requesting agency, may, as requested, assist in the service of this order, reception of any data, and, the processing and support of the interpretation, technical handling, archiving, and/or analysis of any received data.  Additional law enforcement agencies may include, but are not limited to, the Federal Bureau of Investigation (FBI), United States Marshals Service (USMS), United States Drug Enforcement Administration (DEA), United States Secret Service (USSS), United States Department of Homeland Security (DHS)/Immigration and Customs Enforcement (ICE), United States Postal Inspection Service, United States Bureau of Alcohol, Tobacco, and Firearms (ATF), the <ENTER COUNTY> County Sheriff’s Office, the Florida Department of Law Enforcement, etc.  

	IT IS ORDERED, that Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Research In Motion (RIM)/Blackberry, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider/carrier, any Internet companies, including telephone companies, public/private/commercial email providers, website hosting companies, website companies or privates entities, and/or services, and, Internet Service Providers (ISPs), who may possess the requested information, such as roaming carriers,  [“Providers”] shall provide prosecutors/officers, or his/her designees of the prosecutors/law enforcement officers/officials serving this Order with telephone/cellular/wireless/communications records for anynumbers/devices/account identifiers which are derived from records pertaining to the initial number(s) that are the target of this Order, and, that this Order will apply to any such subsequently identified numbers/devices/account identifiers. This Order will apply to any such numbers/devices/account identifiers, except the release of location information is not authorized for any subsequently identified numbers/devices/account identifiers.  These records are to include customer and subscriber information (listed and unlisted), including customers service and credit records, and, the names and addresses of all subscribers to the numbers/device/account identifiers revealed by the initial cellular records, caller identification records, call/communications detail records, email records (without content), IP logs, cellular site lists, and/or cellular site information for any listed calls/communication events.

All information shall be forwarded INSTANTER to <ENTER YOUR TITLE AND NAME>, <ENTER YOUR PD> Police Department, via email <ENTER YOUR EMAIL>.
 

That pursuant to <ENTER STATE> Statutes, Chapter <ENTER STATUTE NUMBER>, it is herein ORDERED that the original Affidavit/Application and Order to produce records for the telephone facility of <ENTER ALL PHONE NUMBERS OF CDR’S REQUIRED> be placed in the custody of <ENTER YOUR TITLE AND NAME> of the <ENTER YOUR PD> Police Department Criminal Investigations Unit, and to keep the same sealed, until further order of this Court.




 DONE AND ORDERED AT <ENTER COURT CIRCUIT>, 
<ENTER YOUR COUNTY AND STATE>, 
<ENTER DAY> day of <ENTER MONTH>, <ENTER YEAR>





                              CIRCUIT JUDGE
IN THE CIRCUIT COURT OF THE
<ENTER COURT CIRCUIT NUMBER>,
IN AND FOR <ENTER COUNTY AND STATE>





































IN RE: ACTIVE CRIMINAL INVESTIGATION 


APPLICATION FOR PRODUCTION OF RECORDS

COMES NOW, the State of <ENTER STATE>, by and through the undersigned Law Enforcement Officer, and hereby requests that an Order be signed, in accordance with <ENTER STATUTE NUMBER>, <ENTER STATE> Statutes and in accordance with 18 U.S.C. 2703(c) and (d), requiring the herein named communications providers, and any related companies/entities, to furnish all cellular phone, landline phone, voice over internet protocol (VoIP) communications device records/data; including call detail (incoming and outgoing), direct connects, caller identifications, and cellular site information (as applicable), for the listed phone or device numbers more specifically listed under target devices above, and, to furnish to the law enforcement agency as soon as practical and at reasonable intervals during regular business hours, or, during non-business hours during emergency/exigent situations.

TARGET NUMBER(S) (123) 555-5555
I.
These devices/accounts are serviced by one or more of the following communications carriers/companies: Apple, American Online (AOL), Amerilink Wireless, AT&T (SBC), AT&T Internet Services, AT&T Mobility, Research In Motion (RIM)/Blackberry, Caprock, Cellular, Cellco Partnership doing business as Verizon Wireless, Cellular One, Cellular One of East Texas, Clearwire, Comcast, Commnet Wireless, Cricket Communications/Leap Wireless, Earthlink, Embarq, Etex Communications, Five Star Wireless, Google/Gmail, Juno, Lamar County Cellular, MetroPCS, Microsoft [(Danger/Sidekick), (MSN), (Hotmail), Etc.], Mid-Tex Cellular, NetZero, Panhandle Telecommunications, Inc. (PTCI), People PC, Peoples Communications (Telephone Cooperative, Inc.), Phonoscope, Pine Cellular, Plateau Telecommunications, Pocket Communications, Right Wireless, Sprint/Nextel, Time Warner, T-Mobile, US Cellular, Vonage, West Central Wireless, Windstream, XIT Communications, Yahoo!, and/or any other communications provider/carrier, any Internet companies, including telephone companies, public/private/commercial email providers, website hosting companies, website companies or privates entities, and/or services, and, Internet Service Providers (ISPs), who may possess the requested information, such as roaming carriers,  [“Providers”]. 

II.      
        
	The undersigned law enforcement officer has jurisdiction within the judicial district, namely in <ENTER CITY, COUNTY AND STATE>.


III.

	Your Applicant has reasonable belief that the information sought, namely, the release of the requested cellular phone/landline phone/VoIP phone records, technical information, and technical assistance is material and relevant to an on-going criminal investigation or any legitimate law enforcement inquiry.  Said belief is based on the following specific and articulable facts as learned by the applying law enforcement officer:

 (
<ENTER YOUR PROBABLE CAUSE NARRATIVE BELOW AND 
DELETE THE FOLLOWING INSTRUCTIVE PARAGRAPH>
State specific and detailed “reasonable grounds” that lead you to believe that the information sought will likely produce information that is relevant and material to your ongoing criminal investigation.  Such as 
specific facts
 to support that the target device is reasonably likely to be in use by a wanted fugitive [providing fugitive information (name, race, sex, and date of birth), charge information, and that the warrant was recently verified and by whom].  If no one is yet charged, provide 
specific facts
 to support that the target device is reasonably likely to be relevant to a criminal investigation.  In the case of a fugitive, one hurdle must be 
met,
 information on the target device must be relevant to the investigation, location, and/or prosecution of the fugitive.  Specific facts must be described, such as the suspect previously provided this phone number on a traffic stop to officer X of X agency as this officer filled out a citation, to establish that the information from the target device is reasonably likely to be linked to the wanted fugitive and support the investigation.  Ensure that you are specific and clearly define who did what.  
)

















<ENTER STATE> STATUTE(S) VIOLATED:  <ENTER CHARGE>, CONTRARY TO SECTION; <ENTER STATUTE>, <ENTER STATE> STATUTES.

IV.

WHEREFORE, PREMISES CONSIDERED, your applicant respectfully requests that an Order, consistent with this application and subsequent technical wording of said Order, be granted.  Further, that the communications provider/utility be ordered not to reveal to anyone that this Order exists.
						
							

<ENTER YOUR TITLE AND NAME>,
<ENTER YOUR PD> POLICE DEPARTMENT

SWORN TO AND SUBSCRIBED BEFORE ME THIS <ENTER DAY> day of <ENTER MONTH>, <ENTER YEAR>
		

					

CIRCUIT JUDGE

CASE <ENTER NUMBER> 



